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Data Breach is Inevitable
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U.S. Government Data Breach Exemplifies
China's Cyber Insecurities

Over the past several weeks, revelations that US government

databases have been persetrated have been updated with the niews

that the ntrusion is nyuch worse than had been previously thought. It was initially
reported that current and former US emplayees
hiad their records acoessed-nnd that figure rase, then rose again — and again, The most
recent regort was that informatson of well aver 21 million current and
former US government enplayees, family members, etc, have been compromised

oee Likewise, what has been stated about the type of information that was accessed has. s et
been repeatedly revised - each tim ative direct e was 1ald
that the hackers had gotten a limited a ation on some
1S government employees, then th

5 ¢ first the
wunt of basie personal in

extent of the information that was secessed was
st trave of highly personal information from
ever applied for a US

the questioning is. All financial
problems, have apparently been
ness of the data
dicated by the fact that Office of Personnel Management (OFM)
Archiuleta has been forced to resign

compromised on elose o 7% of the total US populati
breach has beer
director Katherin
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Ashley Madison's data breach is
everyone's problem
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Complex Regulatory
Environment

De-Regulating Wall Stree,
since 1999!

Gramm Leach Bliley Act by papagander Zazzle
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#> What Info are You Collecting?
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\‘}x\ Do You Need Everything You
Collect?

Se r
Delerte ~rr

* No one can steal what you don’t have

 Make certain you have a current business purpose
for all info you collect

 Hold on to information only as long as you have a
legitimate business need.
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A
\‘/"‘\ If you Need the Data—Secure It!

* Make sure only the employees/associates who need access to data have
it.

— Control access to databases containing sensitive personal information
— Locked cabinets for paper files
— Require secure passwords and authentication
e Complex/unique passwords
— Antivirus software
— Encrypt data during storage and transmission
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\‘/_‘L\ Secure Remote Access to Your
Network

e Secure mobile access points—phones, tablets other mobile
devices

* Think about 3 party access to your network/data
— Restrict access to specific IP addresses
— Grant only temporary/limited access
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Consider Vendors/Service
Providers

e |nsist that appropriate security standards are part of
your vendor contracts

e Seek indemnification
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#®>= Security is an Ongoing Process
—-—

Act and Track and
Engage Monitor

\ Evaluate l

and
Interpret

e Update/patch 3 party software
e Continuously train employees
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\‘}x\ Prepare for a Breach Ahead of
Time

e I|dentify single point of contact in the case of a breach
e Draft consumer notice
e Consider professionals/consultants necessary

— T

— Legal

— Media

— Government Affairs
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Resources

e Realtor.org Privacy & Data Security toolkit
 Federal Trade Commision FTC.gov
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Thank You
Melanie Wyne
mwyne@realtors.org
@nartech
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