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Cybersecurity Awareness

• Purpose is to raise the awareness on current cyber threats and 
their implications

• Share knowledge about prevention and provide direction on 
various layers of protection that is available and may be 
required

• Prevention needs to become a routine activity

• Action items outlined in this class can provide you with a plan to 
help if you encounter a cyber threat



2



3



4

Verizon 2025 Data Breach Report

Credentials abuse increase of 34% in 
relation to last year.
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Darn, now everyone knows 
they really are my brothers!

• 23 & Me

• Affecting nearly 7 million users. 

• Hackers accessed sensitive data, including health reports and 
genetic information.

• $30 million settlement was reached

• Due to a credential stuffing attack
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Is That Really You?

• Arup - Engineering & Design Firm

• Finance staff at multinational firm in Hong Kong wired $25.6 
million to scammers.

• Suspicious of email from CFO in UK.

• But... attended a video conference call with CFO and other 
colleagues and was assured the request was real.

• The entire video call was all a Deep Fake.
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As Blondie Sang: Call Me!

• Chicago Department of Aviation

• Attack via targeted email to accounting department supposedly 
from major vendor with a change to bank information.

• City made the change and wired $1.1 million to pay their bills.

• Vendor contacted city that they had not been paid.

• Luckily, the new bank, Wells Fargo, suspected something 
suspicious and put a hold on the money.
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Next Time, Use a REALTOR®

• Couple listed home on Zillow for $1.2 million FSBO.

• Withdrew it later but left it online.

• Hackers took over the listing and changed the price to $10,200.

• Instructions to transfer $200 (to hackers) to get on list to 
view  without meeting with anyone.
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Data Retention & Destruction

• All associations and business should have a data 
retention & destruction policy

• Inventory all business documents you have, paper and 
electronic.

• Be sure to destroy the documents when the retention 
period is up.

Just because you have the room for the information is not a 
reason to keep it indefinitely.
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Cybersecurity Awareness Training

• Nearly three quarters of data breaches involve the 
human element.

• By understanding common risks and best practices, 
people can minimize the chances of falling victim to 
attacks like phishing, malware, and social engineering.

• Ongoing cybersecurity education fosters a culture of 
vigilance and accountability, where security becomes a 
shared responsibility.

•
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Keep Software Up To Date

• Be sure your laptop is always up to date with the latest 
anti-virus/anti-malware upgrades.

• Keep up to date with the browsers you use.

• Smart Phones are just as vulnerable to viruses and 
malware as laptops. Be sure you keep the phones & 
tablets updated with the latest operating system 
software.

And don’t forget to apply updates from all the 
applications you have on the phone and tablet.
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Third Party Access

• Third parties who store your data or software should 
always go through a legal review & security audit.

• Make sure you have an inventory for each third party 
provider – exactly what data they have.

• You should also be sure your agreement covers what 
they can and cannot do with the data.
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Smart Password Management
                                      

• Never use your business network password anywhere 
else.

• Make sure all your passwords are complicated and 
consider using passphrases.

• Do not use the same password at more than one site.

• Consider using a password vault/manager.
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Remember....

We are all human which means

•We start from a position of trust.

•We want to help others.

•We want to deliver great service quickly.
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Your Best Tool

Always ask: Stop, Wait, Does this make sense?

•Would this person normally email you with that request?

•Does your bank ask you to send them your password?

•Does this sound like someone you have been working 
with?

•Were you expecting this attachment from your 
manager?
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